SECRET 



UNITED STATES 



FOREIGN INTELLIGENCE SURVEILLANCE COURT 



WASHINGTON, D.C. 



IN RE DNI/AG CERTIFICATION 2010-A. ) 



Docket Number 702(i)- 1 0-02 



ORDER 



For the reasons stated in the Memorandum Opinion issued contemporaneously herewith, 
and in reliance on the entire record in this matter, the Court finds, in the language of 50 U.S.C. § 
1881a(i)(3)(A), that the certification submitted in the above-captioned docket, as amended, 
"contains all the required elements and that the [amended] targeting and minimization procedures 
adopted in accordance with [50 U.S.C. §1881a(d)-(e)] are consistent with the requirements of 
those subsections and with the fourth amendment to the Constitution of the United States." 

Accordingly, it is hereby ORDERED, pursuant to 50 U.S.C. § 1881a(i)(3)(A), that such 
certification, as amended, and the use of such procedures, as amended, are approved. 

ENTERED this l^ay of August 2010. 




JOHN D. BATES 



Judge, United States Foreign 
Intelligence Surveillance Court 



I, Beverly C. Queen, Deputy Clerk, 
FISC, certify that this document 
is a true and correct copy of 
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EXHIBIT F ' " 

^^10 Jill If: /-MM ^ 

IN THE MATTER OF FOREIGN GOVERNMENTS, FOREIGN FACTIONS, FOREIGN' U-OS 
ENTITIES, AND FOREIGN-BASED POLITICAL ORGANIZATIONS ^ ■ . 

DNI/AG 702(g) Certification 2010-A 



Foreign Governments or Any Components Thereof, Whether or Not Recognized by the 
United States (50 U.S.C. § 1801(a)(1)): 

Afghanistan; Albania; Algeria; AndoiTa; Angola; Antigua and Barbuda; Argentina; 

Armenia; Austria; Azerbaijan; Bahamas; Baln-ain; Bangladesh; Barbados; Belarus; 

Belgium; Belize; Benin; Bhutan; Bolivia; Bosnia and Herzegovina; Botswana; Brazil; 

Bmnei; Bulgaria; Burkina Paso; Bumia (Myaimaar); Burundi; Cambodia; Cameroon; 

Cape Verde; Central African Republic; Chad; Chile; China; Colombia; Comoros; Congo, 

Democratic Repubhc; Congo, Republic; Costa Rica; Cote d'lvoire; Croatia; Cuba; 

Cyprus; Czech Republic; Demnark; Djibouti; Dominica; Dominican Republic; East 

Timor (Timor-Leste); Ecuador; Egypt; El Salvador; Equatorial Guinea; Eritrea; Estonia; 

Ethiopia; Fiji; Finland; France; Gabon; Gambia; Georgia; Gemian}'; Ghana; Greece; 

Grenada; Guatemala; Guinea; Guinea-Bissau; Guyana.; Haiti; Honduras; Hungary; 

Iceland; India; Indonesia; Iran; Iraq; Ireland; Israel; Italy; Jamaica; Japan; Jordan; 

Kazaklistan; Kenya; Kiribati; Korea, Democratic Peoples Repubhc of (DPRK); Korea, 

Republic of (ROK); Kosovo; Kuwait; Kyrgyzstan; Laos; Latvia; Lebanon; Lesotho; 

Liberia; Libya; Liechtenstein; Lithuania; Luxembourg; Macedonia; Madagascar; Malawi; 

Mala5'sia; Maldives; Mali; Malta; Marshall Islands; Mauritania; Mauritius; Mexico; 

Micronesia; Moldova; Monaco; Mongolia; Montenegro; Morocco; Mozambique; 

Namibia; Nauru; Nepal; Netheriands; Nicaragua; Niger; Nigeria; Nonvay; Oman; 

Pakistan; Palau; Panama; Papua New Guinea; Paraguay; Peiia; Philippines; Poland; 

Poitugal; Qatar; Romania; Russia; Rwanda; Saint Kitts and Nevis; Saint Lucia; Saint 

Vincent and the Grenadines; Samoa; San Marino; Sao Tome and Principe; Saudi A'abia; 

Senegal; Serbia; Seychelles; Sieixa Leone; Singapore; Slovakia; Slovenia; Solomon 

Islands; Somalia; South Afiica; Spain; Sri Lanka; Sudan; Suriname; Swaziland; Sweden; 

Switzerland; Syria; Taiwan; Tajikistan; Tanzania; Thailand; Togo; Tonga; Trinidad and 

Tobago; Tunisia; Turkey; Turkmenistan; Tuvalu; Uganda; Ukraine; United A-ab 

Emirates; Uruguay; Uzbekistan; Vanuatu; Vatican City (Holy See); Venezuela; Vietnam; 

Western Sahara; Yemen; Zambia; Zimbabwe. (TS//NF) 

Factions of Foreign Nations, Not Snbstantially Composed of United States Persons 
(50 U.S.C. § 1801(a)(2)): 

Palestinian Authority; Turkish Republic of Northern C}T[3ras, (TS//NF) 
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Entities Openly Acknowledged by a Foreign Government or Governments to be Directed 
and Controlled by Such Foreign Government or Governments (50 U.S.C, § 1801(a)(3)): 
United Nations; International Atomic Energy Agency; World Bank Group; International 
Monetary Fund; Inter- American DcA'elopment Bank; European Central Bank; European 
Union; African Union; Organization of the Petroleum Exporting Countries; African 
Development Bank; Asian Development Bank; Bank for International Settlements; 
European Bank for Reconstiaiction and Development; Financial Action Task Force; Gas 
Producers' Foram; Islamic Development Bank; League of Ar-ab States; Mercosur. 
(TS//NF) 

Foreign-Based Political Organizations, Not Substantially Composed of United States 

Persons (50 U.S.C. § 1801(a)(5)): 

Amal; Bharatij'a Janata Party; Bolivaria Continental Coordinator; Egj'ptian Muslim 
Brotherhood; National Salvation Front; Pakistan Peoples Party. (TS//NF) 

Entities Directed and Controiied by a Foreign Government or Governments (50 U.S.C. 
§ 1801(a)(6)): 

Bolivarian Alternative of the Americas; PetroCaribe, S.A. (TS//NF) 
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CERTIFICATION OF THE DIRECTOR OF NATIONAL INTELLIGENCE AND THE 
ATTORNEY GENERAL PURSUANT TO SUBSECTION 702(g) OF r|fE. FOREIGN 

INTELLIGENCE SURVEILLANCE ACT OF 1978, AS AMENDEIJ ' ' ' 

IN THE MATTER OF FOREIGN GOVERNMENTS, FOREIGN FACTIONS, FOREIGN 
ENTITIES, AND FOREIGN-BASED POLITICAL ORGANIZATIONS ' 

DNI AG 702(g) Certification 20 10- A 

Based on the representations made in the supporting affidavits of General Keith B, 
Alexander, United States Army, Director of the National Security Agency (NSA), Leon E. 
Panetta, Director, Central hitelligence Agency (CIA), and Robert S. Mueller, III, Director, 
Federal Bureau of Investigation (FBI), in the above-referenced matter, the Director of National 
Intelligence and the Attorney General, being duly sworn, hereby certify that: (S//OC,NF) 

(1) there are procedures in place that will be submitted with this certification for approval 
by the Foreign Intelligence Surveillance Court that are reasonably designed to — 

a. ensure that an acquisition authorized pursuant to subsection 702(a) of the Foreign 
Intelligence Surveillance Act of 1978, as amended ("the Act"), is limited to 
targeting persons reasonably believed to be located outside the United States; and 

b. prevent the intentional acquisition of any coiumunication as to which the sender 
and all intended recipients are known at the time of acquisition to be located in 
the United States; 

(2) the minimization procedures with respect to such acquisition — 

a. meet the definition of minimization procedures under subsections 101(h) and 
301(4) of the Act; and 
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b. will be submitted with this certification for approval by the Foreign Intelligence 
Surveillance Court; 

(3) guidelines have been adopted in accordance with subsection 702(f) of the Act to 
ensure compliance with the limitations in subsection 702(b) of the Act and to ensure 
that an application for a court order is filed as required by the Act; 

(4) the procedures and guidelines refen-ed to in sub-paragraphs (1), (2), and (3) above are 
consistent with the requirements of the fourth amendment to the Constitution of the 
United States; 

(5) a significant puipose of the acquisition is to obtain foreign intelligence information; 

(6) the acquisition involves obtaining foreign intelligence information from or with the 
assistance of an electronic communication service provider; and 

(7) the acquisition complies with the limitations in subsection 702(b) of the Act. (S) 
As described in the above-referenced affidavit of General Alexander, the foreign 

intelligence information to be acquired pursuant to this certification concerns foreign powers as 
defined in 50 U.S.C. § 1801(a)(1) ("foreign governments or any components thereof, whether or 
not recognized by the United States"); 50 U.S.C. § 1801(a)(2) ("factions of foreign nations, not 
substantially composed of United States persons"); 50 U.S.C. § 1801(a)(3) ("entities openly 
acknowledged by a foreign government or governments to be directed and controlled by such 
foreign government or govermnents"); 50 U.S.C. § 1801(a)(5) ("foreign-based political 
organizations, not substantially composed of United States persons"); and 50 U.S.C. § 1801(a)(6) 
("entities directed and controlled by a foreign government or governments"). A list of foreign 
powers satisfying these statutory definitions is attached herewith as Exhibit F. If NSA seeks to 
acquire foreign intelligence information concerning additional foreign powers as defined in 
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50 U.S.C. § 1 801(a)(1), (2), (3), (5), or (6), NSA may target consistent with this certification 
non-United States persons reasonably believed to be located outside the United States who 
possess, are expected to receive, and/or arc likely to communicate foreign intelligence 
inforaiation concerning those additional foreign powers, provided that NSA notifies the Attorney 
General and Director of National Intelligence within five business days of implementing such 
targeting. Such notification will include a description of the factual basis for NSA's 
determination that the additional government, faction, entity, or political organization is a foreign 
power as defined in 50 U.S.C. § 1801(a)(1), (2), (3), (5), or (6). (S//OC,NF) 

On the basis of the foregoing, the targeting of non-United States persons reasonably 
believed to be located outside the United States to acquire foreign intelligence information, as 
described above, is authorized, and such authorization shall be effective on August 17, 2010, or 
on the date upon which the Foreign Intelligence Suiweillance Court issues an order pursuant to 
subsection 702(i)(3) of the Act, whichever is later. Such targeting is authorized for a period of 
one year from the effective date of this authorization. This authorization reauthorizes DNI/AG 
702(g) Certification 2009-A ("In the Matter of Foreign Governments, Foreign Factions, Foreign 
Entities, and Foreign-Based Political Organizations"), which was authorized by the Director of 
National Intelligence and Attorney General pursuant to section 702(g) of the Act on July 29, 
2009. (S//OC,NF) 

Amendment 1 to DM/AG 702(g) Certifications 2008-A and 2009-A 

Furthermore, in accordance with subsection 702(i)(l)(C) of the Act, the NSA, FBI, and 
CIA minimization procedures authorized for use under DNI/AG 702(g) Certifications 2008-A 
and 2009-A are hereby amended. Specifically, the use of the NSA, FBI, and CIA minimization 
procedures attached herewith as Exhibits B, D, and E, respectively, in connection with foreign 
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intelligence information acquired in accordance with DNI/AG 702(g) Certifications 2008-A and 
2009-A is authorized.' Such authorization shall be effective on August 17, 2010, or on the date 
upon which the Foreign Intelligence Surveillance Court issues an order concerning these 
amendments pursuant to subsection 702(i)(3) of the Act, whichever is later. (S//OC,NF) 

— The remainder of this page intentionally left blank — 



' As certified above, these minimization procedures meet the definition of minimization procedures under 
subsections 101 (h) and 301(4) of the Act and will be submitted herewith for approval by the Foreign Intelligence 
Surveillance Court. (S//OC,NF) 
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VERIFICATION (U) 



I declare under penalty of perjury that the facts set forth in the foregoing certification in 
the Matter of Foreign Governments, Foreign Factions, Foreign Entities, and Foreign-Based 
Political Organizations, DNI/AG 702(g) Certification 201 0-A, are true and con-ect to the best of 
my knowledge and belief I further declare under penalty of perjury that the facts set forth in the 
foregoing amendments to the minimization procedures to be used in cormection with foreign 
intelligence information acquired in accordance with DNI/AG 702(g) Certifications 2008-A and 
2009-A are true and correct to the best of my knowledge and belief. Executed pursuant to 
28 U.S. C. § 1746 on July 2010. (S) 
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VERIFIGATION (U) 



I declare under penalty of perjury that the facts set forth in the foregoing certification in 
the Matter of Groups Engaged in International TeiTorisra or Activities in Preparation Tlierefor, 
DNI/AG 702(g) Certification 201 0-B, are true and coirect to the best of my knowledge and 
belief. I fkitlier declare under penalty of perjury that tlie facts set forth in the foregoing 
amendment to the minimization procedures to be used in connection with foreign intelligence 
infomiation acqtiired in accordance with DNI/AG 702(g) Certifications 2008-B and 2009-B are 
true and coirect to the best of my knowledge and belief. Executed pursuant to 28 U.S.C. § 1 I'M 
on July 2010. (S) 




Davfd C. Gompert 
Acting Director of National Intelligence 
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AFFIDAVIT OF GENERAL KEITH B. ALEXANDER, UNITED STATES ARMY, 
DIRECTOR, NATIONAL SECURITY AGENCY 

IN THE MATTER OF FOREIGN GOVERNMENTS, FOREIGN FACTIONS, FOREIGN 
ENTITIES, AND FOREIGN-BASED POLITICAL ORGANIZATIONS 

DNI/AG 702(g) Certification 2010-A 

(S) Pursuant to subsection 702(g)(2)(C) of the Foreign Intelligence Surveillance Act of 1978, as 
amended ("the Act"), and in support of DNI/AG 702(g) Certification 2010-A, I affirm that the 
following is true and accurate to the best of my knowledge and belief: 

1 . (U//FOUO) There are reasonable procedures in place that the National Security Agency 
(NSA) will use to ensure that any acquisition under this certification is limited to 
targeting non-United States persons reasonably believed to be located outside of the 
United States. In addition, these targeting procedures are reasonably designed to prevent 
the intentional acquisition of any communication as to which the sender and all intended 
recipients are known at the time of the acquisition to be located in the United States. 
These targeting procedures are attached herewith as Exhibit A. 

2. (TS//SI//NF) As described below, NSA's acquisition of foreign intelligence information 
pursuant to this certification involves obtaining foreign intelligence information from or 
with the assistance of electronic communication service providers, as that term is defined 
in subsection 701(b)(4) of the Act. 

3-4 (U//FOUO) COMPARTMENTED 



5. (TS//SI//NF) Pursuant to the above-referenced certification, NSA seeks to acquire foreign 
intelligence information concerning foreign powers as defined in 50 U.S.C. § 1801(a)(1) 
("foreign governments or any components thereof, whether or not recognized by the 
United States"); 50 U.S.C. § 1801(a)(2) ("factions of foreign nations, not substantially 
composed of United States persons"); 50 U.S.C. § 1801(a)(3) ("entities openly 
acknowledged by a foreign government or governments to be directed and controlled by 
such foreign government or governments"); 50 U.S.C. § 1801(a)(5) ("foreign-based 
political organizations, not substantially composed of United States persons"); and 
50 U.S.C. § 1801(a)(6) ("entities directed and controlled by a foreign government or 
governments"). A list of such foreign powers is attached herewith as Exhibit F. NSA 
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believes that the non-United States persons reasonably believed to be located outside the 
United States who will be targeted for collection under this certification possess, are 
expected to receive, and/or are likely to communicate foreign intelligence information 
concerning these foreign powers. Thus, a significant purpose of the acquisition is to 
obtain: 

(1) information that relates to, and if concerning a United States person is 
necessary to, the ability of the United States to protect against ~ 

a. actual or potential attack or other grave hostile acts of a foreign power 
or an agent of a foreign power; 

b. sabotage, international terrorism, or the international proliferation of 
weapons of mass destruction by a foreign power or an agent of a 
foreign power; or 

c. clandestine intelligence activities by an intelligence service or network 
of a foreign power or by an agent of a foreign power; or 

(2) information with respect to a foreign power or foreign territory that relates 
to, and if concerning a United States person is necessary to ~ 

a. the national defense or the security of the United States; or 

b. the conduct of the foreign affairs of the United States. 

If NSA seeks to acquire foreign intelligence information concerning additional 
foreign powers as defined in 50 U.S.C. § 1801(a)(1), (2), (3), (5), or (6), NSA 
may target under this certification non-United States persons reasonably believed 
to be located outside the United States who possess, are expected to receive, 
and/or are likely to communicate foreign intelligence information concerning 
those additional foreign powers, provided that NSA notifies the Attorney General 
and Director of National Intelligence within five business days of implementing 
such targeting. Such notification will include a description of the factual basis for 
NSA's determination that the additional government, faction, entity, or political 
organization is a foreign power as defined in 50 U.S.C. § 1801(a)(1), (2), (3), (5), 
or (6). 

(U//FOUO) With respect to the information NSA acquires pursuant to the above- 
referenced certification, NSA will follow the minimization procedures attached herewith 
as Exhibit B. 



(S//SI//NF) NSA may provide to the Central Intelligence Agency (CIA) unminimized 
communications acquired pursuant to the above-referenced certification. CIA will 
identify to NSA targets for which NSA may provide unminimized communications to 
CIA. CIA will process any such unminimized communications received from NSA in 
accordance with the CIA minimization procedures adopted by the Attorney General, in 
consultation with the Director of National Intelligence, pursuant to subsection 702(e) of 
the Act. 
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8. (S//SI) NSA may provide to the Federal Bureau of Investigation (FBI) unminimized 
communications acquired pursuant to the above-referenced certification. The FBI will 
identify to NSA targets for which NSA may provide unminimized communications to the 
FBI. The FBI will process any such unminimized communications received from NSA in 
accordance with the FBI minimization procedures adopted by the Attorney General, in 
consultation with the Director of National Intelligence, pursuant to subsection 702(e) of 
the Act. 
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(U) I declare under penalty of perjury that the foregoing is true and correct. 
Signed this day of July, 2010. 



KEITH B. ALEXANDER 

General, U.S. Army 

Director, National Security Agency 



This affidavit was signed by DIRNSA on 15 July 2010 



TOP SECRET//COMINT//NOFORN//20320108 

4 



